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Outline

“Hey Siri,

Call 911”

1. Background of Voice Assistants 

2. Design of DolphinAttack

3. Attack Scenarios

4. Evaluation

5. Defense & Responsible Disclosure
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Voice becomes an increasingly important interface

Siri Google Now Alexa Cortana S Voice Hi Voice

Smartphone

PC & Tablet Smart watch

Smart speaker

Hi!

Voice assistant is the 

future.
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How do voice assistants work?

Command 
Execution

Voice 
Command

Input 

Sound Electrical signal

Speech Recognition

Command
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What can a malicious user achieve?

Buy something on Amazon

Transfer $100 to Eve

Call 1234567890

Facetime Eve

Open evil.com

What’s on my calendar today?

Send an email to my boss

Tell my wife I love her

Open the front door Drive me to Austin

Lose moneySensitive information

Spy

Mislead

Fake message

Break-in

Malicious website Steal money

Social engineering

Eavesdrop
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Attack Scenario 1: fake online orders

Alexa, buy 
something 
expensive

but useless.

Okay, order 
placed.

Attacker Amazon Echo
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Attack Scenario 2: spying phone/video calls

Hey Siri, 
call Eve.

Okay, 
calling Eve.

Attacker

Attacker Eve

Private conversation



Ok Google, 
call Eve.
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Related Work

Attacker

$@#%……&…
…

What??

Victim

Okay, 
calling Eve.

Vaidya et al., Cocaine Noodles (WOOT 2015)

Carlini et al., Hidden Voice Commands (Usenix Security 2016)

NOTICED!

The attacking commands are still audible.



ATTACKED DEVICE : AMAZON ECHO
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DolphinAttack
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Attack Scenario

“Hey Siri,

Call 911”

 Order stuff

 Make a call

 Read to-do list

 Open the door

Video can be found at usslab.org
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Hearing Range of Human and Microphone

“Hey Siri,

Call 911”

20 Hz

Ultrasound

20 kHz

Human

Microphone

Audible sound

varying frequency

Speech recognition systems only accept signals of audible sound.

Attacking 

Commands
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How can voice assistants accept ultrasound?

ADC

Microphone Amplifier Low-pass FilterUltrasound

SR System

Analog to digital 

converter
Speech 

recognition

• The low-pass filter will remove ultrasonic frequencies to avoid aliasing.

Voice signals must be recovered.Inaudible No ultrasonic frequencies
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Nonlinearity Effect Validation

Signals of DolphinAttack

Signals received by a MEMS microphone

Nonlinearity

Effect 

Time (s)                                                                   Frequency (Hz)

𝑓𝑐 = 22 kHz, 𝑓𝑚 = 2 kHz
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Speaker Dependent SR – Activation

SR TrainingAlice

Eve

Detector
(Always on)

Similar  

enough
Activation

Voiceprint
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Design of DolphinAttack 

Voice

Recording

Activation

Commands

Concatenative

Synthesis

Text-to-speech

Module

Activation 

Commands

Control

Commands

Powerful

Modulator

Portable

Modulator

Control 

Commands

With 

Owner’s 

Voice

Without 

Owner’s

Voice

Text-to-speech

Module

Amplitude

Modulation



Powerful

Portable
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Inaudible Voice Commands Transmitter

-
+

Signal source Signal generator

(Hardware Modulator)

AmplifierSignal source

& Software Modulator

Rich man

solution

Poor man

solution

Professional

speaker

Low-cost

speaker

-
+

Amplifier

Less than $3
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Attack Scenario: Remote Attack

Commodity Speaker

Computer Smart devices

Okay, 
calling.
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Evaluation: Impact of Languages

• English

• Chinese

• French

• German

• Spanish

The recognition rates of voice commands in five languages

DolphinAttack is effective for various languages and voice commands.
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Evaluation: Impact of Attack Distance

The impact of attack distances on the recognition rates for S6 Edge and Apple watch.

The attack distance has fundamental impact on the effectiveness of 

DolphinAttack and is device dependent.
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Hardware-Based Defense 

• Microphone Enhancement

“Hey Siri,

Call 911”

Ultrasound20 kHz

Human

Microphone

Audible sound

frequency

Suppressing high 

frequency sound
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Software-Based Defense 

• Supported vector machine (SVM) as

the classifier to detect the malicious

command from the normal command.

• Modulated voice commands are 

distinctive from genuine ones.

• Result: 100% true positive rate (7/7)

and 100% true negative rate (7/7).

Recorded from audible sound

Recovered from inaudible sound

Original sound

Time (s)                                Frequency (Hz)
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Summary

 Voice assistant has become an increasingly popular human-computer interaction 

mechanism, but they are vulnerable to attacks.

 DolphinAttack is a totally inaudible attack from a new perspective, could attack 

Siri, Alexa, Google Now, Cortana, Samsung S Voice, Huawei Hi Voice.

 To avoid the abuse of DolphinAttack in reality, we propose two defense solutions 

from the aspects of both hardware and software.
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Questions

DolphinAttack Homepage: http://dolphinattack.com/

USS Lab Homepage: http://usslab.org/

http://dolphinattack.com/
http://usslab.org/

