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ABSTRACT

Today’s mobile devices contain sensitive data, which raises concerns
about data security. This paper discusses a covert channel threat
on existing mobile systems. Through it, malware can wirelessly
leak information without making network connections or emitting
signals, such as sound, EMR, vibration, etc., that we can feel or are
aware of.

The covert channel is built on a communication method that
we call NICScatter. NICScatter transmitter malware forces mobile
devices, such as mobile phones, tablets or laptops, to reflect sur-
rounding RF signals to covertly convey information. The operation
is achieved by controlling the impedance of a device’s wireless
network interface card (NIC). Importantly, the operation requires
no special privileges on current mobile OSs, which allows the mal-
ware to stealthily pass sensitive data to an attacker’s nearby mobile
device, which can then decode the signal and thus effectively gather
the guarded data. Our experiments with different mobile devices
show that the covert channel can achieve 1.6 bps and transmit as
far as 2 meters. In a through-the-wall scenario, it can transmit up
to 70 cm.

CCS CONCEPTS

« Security and privacy — Mobile and wireless security; « Net-
works — Cyber-physical networks;
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1 INTRODUCTION

Mobile devices, including laptops, smartphones, wearables, etc.,
have become essential tools in modern life. We rely on them for
social activities, document processing as well as health status mon-
itoring. As these devices contain sensitive personal information,
various security mechanisms, like firewalls, traffic monitors, and
information flow control systems [15], have been developed for
mobile devices to prevent unauthorized data leakage.
Nevertheless, our data is not safe enough. Covert channels re-
main an open threat to data security. A covert channel allows an
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attacker to leak information from a compromised system even with-
out establishing explicit networked or logical connections. Covert
channels exploit media that are usually not treated as data commu-
nication channels, and thus they are stealthy and hard for security
systems to detect. For example, electromagnetic radiation (EMR)
from a display interface [37], EMR from a CPU-to-memory bus [17],
the magnetic field from a hard disk [33], etc. are feasible media to
establish covert channels. Existing discussions on covert channels
usually focus on desktops or servers and cannot be easily extended
to mobile situations.

We thus introduce NICScatter, a covert communication method
in which a mobile device backscatters surrounding radio frequency
(RF) signals with different intensities, surreptitiously leaking out
sensitive data from the mobile device’s storage. A nearby receiver
can then decode the leaked data from the reflected RF signals. Trans-
mitting data through backscattered RF signals is not a new idea,
but in conventional wisdom, such a form of communication relies
on dedicated hardware to manipulate the impedance of the RF cir-
cuits. However, we show that NICScatter can work on a normal
commercial mobile device with a wireless transceiver.

Specifically, NICScatter is based on the observation that the
impedance of a Wi-Fi Network Interface Card (NIC) varies in dif-
ferent working states, which can be easily modulated via software
commands. In this way, like conventional backscatter transmitters,
the host mobile device reflects incident RF signals with different
intensities, which can be used to covertly convey information to
the receiver. Importantly, we can show that in current Linux and
Android OSs, the operation of a NICScatter transmitter does not re-
quire special privileges. For example, in Linux, NICScatter requires
no root privileges. In Android, apps using NICScatter only require a
normal permission CHANGE_WIFI_STATE [1], which is treated as low
risk and will not trigger a message to notify the user during the app
installation. These features in current OSs make communication
through NICScatter stealthy.

We have prototyped NICScatter transmitter malware in both
laptops and smartphones. In addition, we have successfully tested
two types of receivers for NICScatter. One is based on Received
Signal Strength Indicator (RSSI)/Channel State Information (CSI)
measurement ability, which covers many common wireless devices,
like laptops and UAVs [30]. This type of receiver can achieve a
0.3bps data transmission rate and up to 0.4m communication range.
Another type is based on a software-defined radio (SDR) platform
which covers devices with a strong ability to capture wireless sig-
nals, like emerging wireless sensing platforms [10, 11, 41]. This
type of receiver can achieve a data transmission rate of 1.6bps and
a communication range of up to 2m from the transmitter. Through
our prototype system, we can demonstrate that our malware can
leak data from mobile devices without generating any network
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Figure 1: Backscatter Communication. The switch of a trans-
mitter toggles its antenna’s load to different impedances. As a result,
the RF signals reflected by the antenna have different amplitudes,
which are used to convey information, e.g., a stream of encoded
data, to the receiver.

traffic or any signals, such as EMR, sound, vibration, heat, etc., that
users can feel or be aware of.

We summarize contributions of our work as follows:

1. We introduce a new form of backscatter communication, NIC-
Scatter, which uses software control instructions to change the
impedance of NICs. In this way, a mobile device can reflect RF sig-
nals for communication. NICScatter is the first publicly discussed
backscatter design that requires no dedicated hardware and works
on today’s Wi-Fi NICs.

2. We investigate the vulnerability of current Linux and Android
mobile OSs to covertly communicate through NICScatter. By show-
ing that covertly transmitting a stream of encoded data through
NICScatter requires no special privileges, we expose the threat of
unauthorized information leakage.

3. We evaluate the practicality of implementing a transmitter and
receiver for NICScatter. Based on our prototype, we use extensive
experiments under realistic settings to validate the feasibility of
using NICScatter for covert communication.

The remaining parts of this paper are arranged as follows: we
first give the overview for NICScatter in §2. Then we introduce
the transmitter and receiver design of NICScatter in §3 and §4,
respectively. §5 evaluates the practicality of implementing a covert
channel in mobile devices through NICScatter. Related works about
covert channels and backscatter communication are presented in
§6. We discuss countermeasures, limitations and future work in §7.
In §8, we conclude the work.

2 OVERVIEW

This section first gives the background and motivation of the NIC-
Scatter design. Then, it introduces a data exfiltration attack on
mobile devices based on the NICScatter transmitter.

2.1 Backscatter Communication

Backscatter is a wireless communication method. A backscatter
transmitter reflects surrounding RF signals to convey information.
It is very power-efficient since the transmitter does not consume
power in actively generating RF signals, like conventional RF trans-
mitters do. As a result, it has been widely used in communication
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Model Off state Unstable state On state
AR9380, ant1 22.5+j9.2 36.3 —j10.0i 22.5+j9.2
BCM1045, ant1 12.4 + j14.4 N/A 106.9 — j9.8
Intel5300, ant1 | 119.0 + j137.0 N/A 80.3 + j66.8
Intel5300, ant2 54.3 + j122.7 N/A 57.7 + j78.4

Table 1: NIC Impedance (Q). Wi-Fi NICs have different
impedances in different working states. BCM 1045 and Intel 5300
have different impedances in on and off states. Atheros AR9380 has
different impedances in the unstable state when it is switched from
the off state to the on state.

scenarios with ultra low power constraints, such as with RFID
tags [39].

The working mechanism of backscatter is shown in Figure 1.
When an incident RF signal encounters the antenna, a fraction of
the signal is reflected/scattered off the antenna. When the chip
impedance Z, is in different states Z.1 or Z.2, the amplitude of the
reflected signal is also different. This property allows a backscatter
transmitter to convey information, e.g., a stream of encoded data,
to a receiver. Given the power of the incident signal P;,c;gens, the
power of the backscatter signal Py¢fjecteq is determined by:

lp1 — p2|?

PR (1)

Preflected = Pincident -
where p1,2 = —21:2;2 —lpl_fz‘z
forming the received signal into the backscatter signal[27, 34]. Since
most Wi-Fi antennas are typically manufactured to Z, = 50Q, the
reflection efficiency is determined by the chip impedances of the
lp1=p2l®

4

quantifies the efficiency in trans-

two states. For example, when Z.; = 0 and Z2 = oo,
reaches its maximum efficiency of 0dB loss.

2.2 NICScatter: Backscatter through NIC

As consumer mobile devices have no dedicated hardware to control
the impedance of the RF circuits, backscatter is typically not con-
sidered as a possible communication method for them. NICScatter
challenges such conventional wisdom. Its design is based on the
interesting property that commercial Wi-Fi NICs have different
circuit impedances in different working states.

We measured the impedance of Wi-Fi NICs from some major
manufacturers. The measurement was done by connecting the
RF port of each NIC to a Roche & Schwarz Vector Network An-
alyzer [5]. The measurement frequency and power were set to
2.4GHz and -40dBm, respectively. During the measurement, the
NIC was switched between on and off states. The impedance read-
ings are recorded in Table 1. We observe that the impedance of all
these NICs changes when they are switched from the off state to the
on state. BCM 1045 and Intel 5300 hold two different impedances
in the two states. The impedance of Atheros AR9380 experiences a
temporary change from the off to the on state.

The design of NICScatter is based on this observation. Similar
to the impedance switch in Figure 1, NICScatter uses software
instructions to switch the commercial Wi-Fi NICs between on and
off states. Different circuit impedances in the two states result
in different amplitudes of the reflected RF signals by the mobile
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Figure 2: Attack Scenario. The malware in the victim leverages
NICScatter to reflect the RF signal from the Signal Helper to covertly
leak sensitive information, e.g., a user password, to the Covert
Receiver.

device. In this way, NICScatter enables backscatter communication
in mobile devices equipped with a Wi-Fi NIC.

As we will show later in §3, the operation of NICScatter does not
require root access privileges in Linux systems and only requires a
normal access permission in Android systems. The special wireless
communication ability combined with the stealthy nature makes
NICScatter an ideal choice for a covert channel. In the following
subsection, we describe a data exfiltration attack on mobile devices
through NICScatter.

2.3 Attack Model

Figure 2 shows the attack scenario. We assume that the mobile
devices, e.g., smartphones or laptops, have somehow been compro-
mised by the attacker and have had malware installed with NIC-
Scatter capability. The malware has access to certain sensitive data
of interest but avoids using the network, because network traffic, as
a major information flow, is normally under severe monitoring by
many security mechanisms [15]. Moreover, if an application with ac-
cess to the sensitive data also requires public network connections,
it will raise serious attention and awareness of users. Leveraging
NICScatter instead of network connections to leak information
makes the malware inconspicuous and stealthy.

The covert receiver is positioned close to but isolated from the
compromised mobile device; there are no physical or logical connec-
tions between them. We assume that the covert receiver can exploit
the RF signals generated by a signal helper, e.g., a nearby neutral
access point, to enable backscatter from the victim. We also assume
that the covert receiver can detect and decode the reflections from
the victim. Attacks are likely to occur in public places, like cafes,
libraries, transportation stations, etc. The attacker uses his/her lap-
top/AP as the receiver to gather information from neighboring
victims. In another case, as modern mobile machines like UAVs [30]
also have the capability to receive and decode covert information,
they could be abused to gather information from victims in a dense
residential environment.

The covert receiver could also be an emerging wireless sensing
device, which is designed to perform localization, gesture recogni-
tion, etc. [10, 11, 41]. Some of these sensing platforms have a strong

Covert Receiver
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ability to identify changes in wireless signals, and thus could be
used to receive signals reflected by victims. With more and more
sensing platforms being developed and accessible, the attacker gains
a powerful tool to receive covert information from the victims.

In the examples above, the receiver is not necessarily connected
to the Internet. The attacker owns the receiver and collects data
from the receiver directly. In a more complicated model, the re-
ceivers, such as public APs, may also be compromised by the at-
tacker so that the gathered information is also covertly sent to the
remote attacker through the Internet.

TRANSMITTER

The NICScatter transmitter changes the circuit impedance of the
Wi-Fi NIC to reflect RF signals with different intensity for commu-
nication. In this section, we introduce its detailed design.

3.1 The Backscatter Properties of Wi-Fi NIC

To exploit the properties of NIC hardware, we conduct experiments
to show how the working states affect the reflection. The topology
is similar to Figure 2. A USRP is used as the signal helper to generate
a sine wave with constant amplitude at 2.4GHz. The antenna of the
Wi-Fi NIC of the victim is placed 1m from the signal helper. Another
USRP is placed 1m from the victim to capture the reflections. The
Wi-Fi NIC is turned on and off every 0.5 seconds. The captured
signals are shown in Figure 3. The periodic switching of the NIC
impedance results in periodic patterns in the reflected RF signals.
Note that once we turn off the signal helper, the periodic patterns
disappear immediately at the receiver. Thus, the periodic patterns
are generated by the reflections of the Wi-Fi NICs. Our detailed
observations are summarized in the following regarding hardware,
software and phase diversity:

Hardware Diversity. The impedance changes are quite diverse
in different Wi-Fi NICs. According to the waveforms of the reflected
signals, NICs can be classified into two types. The impedance of
the first type is almost static in the on or off state. Intel 5300 and
BCM1045 belong to this type. We term them as static type. The
impedance of the second type only changes in a short period when
turning from on to off or turning from off to on. The corresponding
waveform in the reflected RF signals is like a pulse or a bump wave.
AR9380 and AR9285 belong to this type. In Figure 3 (a), when the
NIC is switched from off to on, it has a square bump lasting for 0.1
seconds. When the NIC is switched from on to off, it has a very
short pulse. We term NICs of this type as pulse type.

Although AR9380 and AR9285 belong to the same type, and their
reflected signals are quite similar, this does not suggest that NICs
from the same manufacturer have similar features. Another NIC
from Intel (Intel 6300), which is not shown in Figure 3, shows differ-
ent reflection features from Intel 5300. Intel 6300 is pulse type, but
Intel 5300 is static type. Not surprisingly, NICs of the same model
have the same features. We get this conclusion from 4 pieces of
Atheros AR9380. Also, different RF ports of the same NIC have
similar features, which can be seen from Figure 3 (d) and 3 (e).
Therefore, NICs of the same model and RF ports of the same NIC
have very similar reflection features, but NICs of different manu-
facturers and NICs of different models from the same manufacturer
do not necessarily have similar features.
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Figure 3: Waveforms of the Reflected RF Signals. A sine signal at 2.4GHz is reflected by commercial NICs when they are turned on and
off every 0.5 seconds. The amplitude changes in the reflected RF signals are caused by the different NIC impedances in different working
states. The results are consistent with our impedance readings recorded in Table 1.
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Figure 4: Software on/off Execution Delay of Different NICs.
The on/off delay is measured with the same desktop by replacing
its WiFi NIC. The software on/off execution time of different NICs
is different.

Another important hardware feature is the reflection efficiency.
For the ease of comparison, the y-axis of each subfigure in Figure 3
is shifted and scaled to make the waveforms have similar display
sizes. However, their absolute amplitudes are quite diverse and are
consistent with the impedance readings in Table 1. According to
formula (1), the backscatter loss of AR9380, BCM1045 and Intel
5300 is -12dB, -6dB and -18dB, respectively.

Software Diversity. The reflection features also depend on the
driver software. Intel 5300 is a NIC of static type, but the duty cycle
of the reflected RF signals in Figure 3 (d) does not match the duty
cycle of the on/off command. This is caused by the execution delay
of the NIC driver. To investigate the execution delay of different
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drivers, we timestamp the instant when we issue commands, e.g.,
ifconfig up/down to turn on/off the NIC, and the instant when the
interface is really on/off by checking the IFF_UP flag. The execution
delay for each NIC is measured 100 times. Results in Figure 4 show
that the on-to-off or off-to-on delay is normally around 0.025s. One
exception is Intel 5300. Its off-to-on delay is about 10 times higher
than that of other NICs. However, in Figure 3 (f), we replace the
stocked 5300 driver with the Intel 5300 CSI tool driver [20] and keep
other conditions unchanged. The off-to-on delay can be reduced to
0.04s, which is close to that of other NICs. The underlying reason is
uncertain for us since its driver uses closed-source firmware. One
thing we can conclude is that the reflection features are highly
related to the NIC driver.

Phase Diversity. The incident signal and the reflected signal
superpose at the receiver’s antenna. The final amplitude is related
to the location of the receiver. Specifically, if the signal from signal
helper is Ej, sin(wt) and the signal reflected by the NIC is E; sin(wt +
). The received signal is given by:

\/El21 + E% + 2ELE, cos § sin(wt + ¢), (2)

where J represents the phase difference in the two received signals.
The value of § is determined by the location of the transmitter and
the frequency of the RF signal. The two received signals may either
superpose constructively or destructively, leading to an increase or
decrease in signal amplitudes, respectively. This explains why the
direction of the pulses in Figure 3 (d) is different from that of other
subfigures.
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Figure 5: On-off Position Modulation (OOPM). Issuing a pair
of off-to-on and on-to-off instructions to the Wi-Fi NIC results in a
pulse in the reflected signals. OOPM divides time into equal time
slots and uses the location of the on-off pulse in the slot to represent
information. In this example, two on-off pulses with different time
shifts in the slot are used to represent “0” and “1”.
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3.2 Encoding Schemes

Given the reflection properties of different NICs, especially the pulse
type, it is intuitive to refer to pulse the position modulation (PPM)
for the encoding scheme. In PPM, time is divided into equal time
slots of duration L, and a single pulse is transmitted during each
time slot. The position of the pulse in each time slot determines the
symbol being transmitted. If there are M possible position values in
one time slot, one symbol represents log, M bits. The corresponding
bit rate is % log, M

NICScatter uses on-off position modulation (OOPM) to modulate
the reflected signal. OOPM is a variant of PPM. Similar to PPM,
OOPM divides time into slots and uses the position of a pulse in
that slot to represent information. NICScatter generates a pulse in
the reflected signal by giving on-off instructions to the NIC. We
consider NICs of different types. For NICs of pulse type, a single
off-to-on or on-to-off instruction is enough to generate a pulse
in the reflection. For NICs of static type, we need an immediate
off-to-on and on-to-off pair to generate a pulse. Note that, in both
types, we can use the quick off-to-on and on-to-off pair to generate
the pulse in the reflection.

Specifically, NICScatter uses the simplest version of OOPM,
where two possible time shifts in one time slot are used to rep-
resent one bit. In Figure 5, fo, and £,y are the time instant when
the on and off commands are issued respectively. t,,,4 is the finish-
ing time of the on-to-off instructions. t,fr — ton and teng — toff
are the time reserved for the execution delay. The padding period
is used to distinguish the position of the on-off pulse in the time
slot. The NIC hardware treats the padding period the same as the
off state.

We choose to5, Loffs tend according to our measurement in
Figure 4. Our goal is to unify the transmission scheme among
different NICs. So we fix fo¢f = ton t0 0.3s and tepg — topf to 0.1s
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# file: rfkill
# owner: root
# group: netdev
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Figure 7: rfkill Call Map. rfkill is a subsystem in the
Linux kernel for switching radio devices. Userspace programs can
switch radio devices on and off through the rfkill device file at
/dev/rfkill. The write permission of /dev/rfkill is open to the
user without root privileges.

*driver*istop

HARDWARE

to incorporate Intel 5300, which has the largest off-to-on delay of
0.2s. The padding period is set to 0.1s. Thus, the duration of each
symbol is 0.5s. Of course, the choice of these parameters can be
adjusted to satisfy specific design goals. For example, the symbol
period can be much smaller, and rate can be increased by 10x if we
exclude Intel 5300.

The packet structure is shown in Figure 6. We use five symbols
to transmit the preamble, which contains four consecutive “1”s and
one “0”. The four “1”s are used for packet detection. The following
“0” is used for symbol synchronization, which we will explain later
in the receiver design in §4. We use 20 symbols to form the payload,
which includes data and the checksum.

Next, we consider implementation issues of the NICScatter trans-
mitter in two popular mobile operating systems: Linux and Android.
Our goal is to make the NICScatter transmitter stealthy, and thus
we try to avoid the dependency on any sensitive privileges.

3.3 Transmitter in Linux

Linux is widely used on desktops, workstations and laptops. The
Ubuntu distribution even has a mobile version for smartphones and
tablets [6]. Linux uses privilege control to guarantee the system
security. Normally, turning a Wi-Fi NIC on or off is treated as
an important system action. To do so, a userspace program must
have the root privileges. However, we have found a way to bypass
the privilege requirement to enable NICScatter in current Linux
systems.

We leverage the vulnerability in the rfkill subsystem [4]. rfkill
is an interface that resides in the Linux kernel to switch radio de-
vices. Drivers for radio devices, such as Wi-Fi, Bluetooth, WAN,
GPS, etc., provide interfaces for calls from rfkill. Meanwhile,
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Algorithm 1 Transmitter

1: procedure TRANSMITTER()

2 do

3 t = 0.1s seconds; > 5t is one time slot
4 wait_for_data();

5 while tx_buffer is not empty do
6 data «—dequeue(tx_buffer)

7 if data==1 then

8 “unblock wifi"; sleep(3¢);
9 “block wifi"; sleep(2t);
10: else
11 sleep(t);
12: “unblock wifi"; sleep(3t);
13: “block wifi"; sleep(t);
14: end if
15: end while
16: while True

17: end procedure

rfkill responds to events from the user. One typical event is the
radio button/airplane mode button on many laptops. The rfkill
subsystem turns radios on or off according to the voltage of the
hardware button. The rfkill subsystem also responds to software
events. Its interface is exposed to userspace through the device file
at /dev/rfkill. Writing structured command, e.g., “block wifi”,
to /dev/rfkill turns off the Wi-Fi radio. Note that writing the
reverse command “unblock wifi” to /dev/rfkill will not turn
on the Wi-Fi NIC directly. But as Figure 7 shows, another pro-
gram, network_manager, in the system will automatically turn on
the Wi-Fi NIC once the Wi-Fi is unblocked by rfkill. By default,
network_manager is a startup system service. Therefore, applica-
tions can write a block or unblock Wi-Fi command to /dev/rfkill
to turn on or off the Wi-Fi NIC.

We note that the write permission of the /dev/rfkill does not
require root privileges in many Linux desktop distributions. The
vulnerability is caused by Gnome-Bluetooth, which is an applica-
tion shipped with the Gnome desktop environment. The applica-
tion installs 61-gnome-bluetooth-rfkill.rules to release the
write permission of /dev/rfkill to normal users. The vulnerabil-
ity is verified in Ubuntu-based distributions with Gnome-Bluetooth
version 3.12.0-2 to 3.20.0-1. For newer distributions, the same vul-
nerability is caused by another application called gnome-settings-
daemon [3]. Therefore, any program can use the Algorithm 1 to
launch NICScatter transmissions.

3.4 Transmitter in Android

Android is widely used in modem smartphones and wearables.
Its transmitter implementation is quite similar to that of Linux.
One difference is that the rfkill subsystem in Android requires
root privileges. To apply NICScatter in non-rooted devices, we
propose to use wifiManager to control the on-off of the Wi-Fi
NIC. Accessing wifiManager in an Android app only requires
CHANGE_WIFI_STATE permission. Note that Android classifies app
permissions into two categories. One is the dangerous level, which
will explicitly notify users during app installation. The other is
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Figure 8: On-off Pulses in a Smoothed RSSI Trace.
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Figure 9: Subcarrier Diversity in CSI Traces.

normal level, which is treated as low risk and will not notify the
user by default. CHANGE_WIFI_STATE belongs to the normal level.
Malware can take this advantage to hide its NICScatter capability
during the installation.

The transmitter program in Android is similar to Algorithm
1 except the on-off instructions are issued through wifiManager
rather than rfkill. Another difference is the off-to-on delay in
Android smartphones is around 1.5 seconds, which is longer than
that of Linux laptops. We thus extend the time unit in Algorithm 1
to 0.6 seconds for Android platforms.

4 RECEIVER

This section introduces the NICScatter receiver. Our attack model
(§2.3) focuses on two types of receivers. One is based on commercial
Wi-Fi NICs, and the other is based on SDRs.

4.1 Receiving with Wi-Fi NIC

To reveal the reflections from the transmitter, NICScatter receiver
keeps monitoring Wi-Fi packets from the signal helper. These pack-
ets are reflected by the transmitter. As the transmitter is changing
its impedance, the signal strength of the reflected packet is also
changed accordingly. Like a sampling point in Figure 3, the signal
strength of a packet reflected during the on-off pulse is different
from that of a packet reflected in the other periods. NICScatter re-
ceiver makes use of RSSI and CSI of these Wi-Fi packets to capture
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Figure 10: Receiver’s Processing Flow.

the signal changes caused by the transmitter and then decode the
information.

Receiving with RSSI. Most Wi-Fi NICs provide the RSSI infor-
mation of the received packets. We first introduce the decoding
method based on RSSI samples obtained from the packets received
from the signal helper. An RSSI trace containing on-off pulses is
shown in Figure 8. Bits in the trace are extracted with the following
four steps:

1. Preprocessing. The recorded RSSI values are interpolated into
even sampling intervals. Then, the DC is removed and the trace is
smoothed.

2. Packet Detection. Similar to the packet detection process in
IEEE 802.11, self-correlation is used to detect the occurrence of the
NICScatter packets. Note that every packet starts with a preamble
which contains four consecutive “1”s. We choose the duration of
one symbol as the self-correlation window. A packet is detected if
the self-correlation energy is higher than a threshold and lasts for
3 symbols. As the data payload may also contain four consecutive
symbol “1”s, we buffer RSSI values for one packet length and treat
every four “17s as the start of a packet. False positive decoding can
be detected through the checksum in the data payload.

3. Synchronization. One challenging problem in decoding PPM-
like modulation is to find the exact boundary of the symbols. In
our case, since different NICs have different shapes of on-off pulses,
the shape of the preamble is unknown to the receiver. Thus, it is
not possible to use a known correlation pattern like 802.11 to find
the symbol boundary. Thus, the NICScatter receiver determines
the symbol boundary through searching. Specifically, if the RSSI
values have high self-correlation energy during [#1, f2], we choose
To = (t1+12)/2, i.e., the center of that period, as the initial boundary.
Then, the RSSI samples from Tj to Ty + L are treated as symbol “1”.
According the relation in Figure 5, Symbol “0” is estimated from the
samples of the Symbol “1”. Note that since the fifth symbol in the
preamble is “0”, we vary Ty and fix it as the symbol boundary when
the correlation of the estimated symbol “0” and the fifth symbol
reaches the highest energy.

4. Symbol Matching. After the previous step, we obtain the tem-
plate of the symbol “0” and the symbol “1” of the packet. The
remaining RSSI samples are then sliced into the unit of one symbol
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Table 2: Evaluation Outline

length and correlated with the extracted reference symbol tem-
plates. The sliced samples are matched to “0” or “1” according to the
correlation energy. The obtained bits are the information carried in
the NICScatter packet.

Receiving with CSI. While the above discussion is based on
RSSL, it can be easily extended to some Wi-Fi NICs having the CSI
capability [20]. Compared with RSSI, CSI contains finer-grained
channel information. It quantifies the amplitude and phase shift in
subcarriers of the Wi-Fi channel.

One notable difference in the CSI information is the SNR of dif-
ferent subcarriers differs a lot. In Figure 9, subcarriers 20 and 26
have obvious on-off pulses, while the on-off pulses in subcarriers 2
and 8 are not obvious. This can be explained by Equation (2). Due
to different wave paths and frequencies, the phase values of the
received subcarriers are different, which results in different ampli-
tudes of the received pulses. Therefore, we search the subcarrier of
high SNR for decoding. The SNR value can be estimated after the
self-correlation. The subcarrier searching process is called “channel
scan.” The decoding process of the NICScatter receiver with Wi-Fi
NIC is summarized in Figure 10.

4.2 Receiving with SDR

We use a USRP N210[7] with XCVR2450[9] as the SDR platform.
Using the topology from Figure 2, one USRP is used as the signal
helper to generate a sine tone in the 2.4GHz band with constant
amplitude. Another USRP is used as the receiver. They use 250kHz
as the step in the channel scan. Because the samples of the SDR can
be thought of as fine-grained RSSI samples, the decoding process is
the same as the one shown in Figure 10.

5 EVALUATION

In this section, we evaluate the communication performance of NIC-
Scatter, and its security threat to mobile devices. The evaluation
experiments are designed according to the attack scenarios in §2.3.

Receiver
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Figure 12: Throughput vs. SNR

Specifically, we use commercial laptops and mobile phones as NIC-
Scatter transmitters, and normal WiFi devices and wireless sensing
platforms as NICScatter receivers. Table 2 outlines corresponding
evaluation subsections.

5.1 USRP as Receiver

5.1.1 Experiment Setup. The evaluation experiments are con-
ducted in a typical office environment. The topology of the eval-
uation is shown in Figure 11. The evaluation with USRP as the
receiver consists of two attack cases.

In first case, a laptop is the victim and two USRP N210s with
XCVR 2450 daughter board are the attacker. This case is used to
demonstrate the attack with wireless sensing platforms. Specifically,
One USRP is used as the signal helper to generate a sine wave at
2.4GHz. It is equipped with a 5 dBi omni-directional antenna, and
the transmit power is 0dBm. Another USRP is used as the receiver.
It is equipped with a 2 dBi D-Link omni-directional antenna[2].
Its sampling rate is 250kHz and Rx gain is 45dB. The laptop is HP
Elitebook 8530P, which is equipped with a built-in Intel 5300 Wi-Fi
NIC.

Settings of the second case (§5.1.7) are the same as the first case,
except that the laptop victim is replaced by a Samsung Galaxy S2
smartphone, whose Wi-Fi NIC is Broadcom BCM4330.

5.1.2  Throughput vs. SNR. We first evaluate the throughput
under different channel conditions in Figure 12. Each measurement
is conducted over a 6 minutes’ period, containing 30 packets/600 bits.
The payload of each packet is randomly generated. We change the
channel condition by moving the receiver to 24 different distances
from the victim. As expected, the throughput shows an increasing
trend with SNR. Since the throughput is far less than the channel
capacity, we can successfully decode packets when the SNR is as low
as —5 dB. The maximum achievable throughput is 1.6 bps, which
is a little bit lower than the transmission rate, i.e., 2bps. Some bits
are not received correctly, mainly due to the following two reasons.
First, NICScatter transmits data at very low rates. Thus the mobility
of nearby people will dramatically affect the multipath condition
during the air time of one bit, resulting in the corruption of the
received bits. The second reason is the interference from nearby
wireless transmissions. There are about 10 active access points in

Figure 13: Laptop with Built-in Antenna.
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directional Antenna.

our evaluation environment. Nearby wireless transmission would
distort the received signals, leading to decoding failure.

5.1.3  SNR vs. Distance. The receiver is placed at different dis-
tance dy from the victim. Figure 13 shows the SNR of the received
packets. As expected, the SNR curve has a decreasing trend with
the increasing distance. Notice that there are some small fluctua-
tions in the curve. As we described in Section 3, this is because,
when the receiver is at different distance to the victim, the reflected
signal may either superimpose constructively or destructively with
the incident signal. When the receiver is 190 cm away from the
victim, the SNR is —3 dB, which is close to the decodable bound in
Figure 12. Thus, the effective receiving distance of this setting is
about 2 meters.

As we notice the antenna design inside the laptop may affect
the performance, we connect the Wi-Fi NIC with an external VERT
2450 3dBi omni-directional antenna[8]. The performance is shown
in Figure 14. The overall performance of an external antenna is
much better than the built-in antenna, especially when the receiver
is close to the victim. This may be caused by the differences in the
gain and polarization between the built-in and external antennas.

Note that the received signal is a combination of the backscatter
signal and the helper’s incident signal. The helper’s signal contains
no information and is the interference for receiving the backscatter
signal. In our test settings, the helper’s signal is 40dB to 50dB
stronger than the backscatter signal. Since the USRP has 14bit
ADC and 84dB dynamic range, the receiver is able to capture the
backscatter signal under the presence of the interference. As the
interference is a constant sine wave, it can be treated as the DC and
easily removed in the received amplitude trace. When the receiver
is 2m away from the victim, the power of the backscatter signal is
far below the noise floor of the USRP receiver. Thus, given enough
ADC dynamic range, increasing the sensitivity level of the USRP
receiver is a direct way to increase the communication distance.

5.1.4  Performance of Different Wi-Fi NICs. In Figure 15, we
show the performance of different Wi-Fi NICs. As laptops are nor-
mally not compatible with different models of Wi-Fi NICs, a desktop
with a PCI-E adapter is used as the victim. Different Wi-Fi NICs

Figure 14: Laptop with External Ommni-
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Figure 16: Receiving through the Wall.

are installed on the PCI-E adapter and connected to a D-Link 2
dBi omni-directional antenna. This experiment covers the products
from three major Wi-Fi NIC vendors, including Broadcom, Atheros,
and Intel. The distance between the victim and the receiver is fixed
to do=1m. From Figure 15, we can see that Intel 5300 shows the worst
performance among the three. This result matches our impedance
measurement in Table 1 and Equation 1. The impedances changes
of the Intel 5300 NIC results in the largest backscatter loss among
the three. Therefore, if a laptop is equipped with a Wi-Fi NIC from
Broadcom or Atheros, its transmission range would likely be larger
than 2 meters.

5.1.5 Through-the-Wall Performance. We also test the scenario
when the receiver is behind the wall. We place the USRP receiver
next to the wall in another room and increase the victim’s distance
to the wall from 10 cm to 80 cm. The results are shown in Figure 16.
When the victim is 70cm away from the wall, the SNR is —1 dB.
When the distance further increases to 80 cm, the receiver fails to
receive packets. Thus, the communication distance is 70 cm in the
through-the-wall scenario.

5.1.6  Throughput with Different User Behaviors. As we describe
above, the nearby human movement would change the multipath
conditions and affect the throughput. We evaluate the impact with
four types of user behaviors: 1) nobody near the laptop; 2) a user
sitting before the laptop, with no movement; 3) a user sitting before
the laptop and reading news via a web browser; 4) a user walking
around near the laptop. The results are shown in Figure 17. The
first case is to test the static case, with no human movement; the
second case is to see whether human breath/heartbeat would af-
fect the performance; the third case is to show whether small user
movement would degrade the performance; the last case is to show
the system performance with significant human movement. From
the figure, we can see that human breath or small movement would
not degrade the system performance. However, significant move-
ment such as walking will significantly degrade the throughput.
The attacker may obtain information from the victim when the
environment is stable.

5.1.7 Android Phone as Victim. We also evaluate the perfor-
mance when using an Android phone as the victim. The Tx gain
of the signal helper is increased to 10dB. The results are shown in

30

0

40 50 60 70 80 No user nearby Sitting Reading news Walking nearby

Distance (cm)
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Figure 17: Impact of User Behaviours.

Figure 18. When the receiver is 20 cm away from the victim, the
SNR drops below —5 dB. The communication distance is less than
that of the laptop. The major reason is the antenna of the mobile
phone is more compact and has less gain than that of the laptop.
Although the communication distance is limited, the smartphone
is still under risks. There are many possible ways for the covert
channel to leak information. For example, when making mobile
payments, we need to put the smartphone close to a reader, which
could be malicious. In another case, a QR code can pretend to be a
coupon which in fact just intends to attract people to be close to
the receiver.

SNR (dB)

-6 I I I I

10 12
Distance (cm)

2 4 6 8 20

Figure 18: Android Phone as the Victim.

5.2 Laptop as Receiver

5.2.1 Experiment Setup. This scenario is used to demonstrate
the attack using commercial Wi-Fi NIC as the receiver. The topology
is the same as Figure 11. We uses laptops as the victim and the
receiver. Both laptops are equipped with an Intel 5300 Wi-Fi NIC.
A TP-Link TL-WDR4360 access point is used as the signal helper.
The signal helper generates incident signals by transmitting UDP
packets to the receiver. The receiver is running the CSI tool to
capture the CSI trace of the received packets. On average, 1000
packets are received within one second. We also assume the attacker
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Figure 19: Receving with RSSL

can improve the receiving ability of its devices. Thus, the receiver’s
internal antenna is replaced with an external 2dBi D-Link antenna.

5.2.2  Receiving with RSSI. We extract RSSI values from the CSI
tool. Note this is not necessary, as RSSI value can also be extracted
from the radio tap header in the captured packet. We decode the
RSSI trace according to Figure 10, the SNR values are shown in
Figure 19. When the victim is 40cm away from the receiver, the
SNR drops below —11 dB. At this distance, the receiver can barely
decode any packets. Thus, the effective decoding distance is about
30cm.

Compared with USRP, the laptop receiver must be closer to the
victim. This is because the CSI tool exposes a smaller number of
bits (also smaller dynamic range) than USPRs do. Recall that in our
attack scenario the interference is 40dB to 50 dB stronger than the
backscatter signal. The variation of the backscatter signal cannot
be effectively quantified by the RSSI values. So even the backscatter
signal is oversampled in the RSSI trace, the decoding distance is
limited.

We note our performance agrees with existing work. The Wi-Fi
backscatter transmitter[26] uses a 9dBi[40] directional antenna to
reflect the incident signal and achieves 2m receiving distance. As we
use a 3dBi antenna in the transmitter, their backscatter loss is 12dB
higher than ours. In our evaluation topology, it can be calculated
that the SINR at 30cm is 11dB higher than the SINR at 2m, which
implies if we replace our transmitter’s antenna with a 9dBi antenna,
the two systems will have similar performance at 2m.

5.2.3  Receiving with CSl. We go further to analyze the CSI trace.
The CSI tool provides channel information for adjacent subcarriers.
We observe the same results as in [26] that there are large SNR
variations among different subcarriers. Figure 20 shows the SNR for
30 subcarriers when the receiver is 10 cm away from the transmitter.
The first to the 10th subcarriers have higher SNR than the remaining
ones do. To eliminate the impact of the low SNR subcarriers, we
use channel scan to select the high SNR subcarriers for decoding.
We show the final results in Figure 21. Comparing Figure 21 with
Figure 19, we can learn that CSI has better performance than RSSI.
There are two main reasons. First, CSI values are expressed in linear
unit and thus have higher resolution than RSSI values, which is
expressed in dBm. Second, RSSI is an averaged value over all the

45 0 5 10

Subcarrier Index

Figure 20: Subcarrier SNR.
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Figure 21: Receiving with CSL

subcarriers. Some subcarriers with low SNR may increase the noise
in the corresponding RSSI value. With CSI, the communication
distance can be larger than 40cm.

Data bits | Laptop@30cm | USRP@90cm
MAC Address 48 49 sec 54 sec
Plain Password 64 1.09 min 1.20 min
MD5 128 2.18 min 2.40 min
GPS Coordinate 128 2.18 min 2.40 min
SHA1 Hash 160 2.72 min 3.00 min
Disk Encryption Key | 256 4.35 min 4.80 min

Table 3: Transmission Time of Sensitive Information

5.3 Attack Summary

According to the above evaluation, we summarize the time needed
to transmit the sensitive information in Table 3. In order to increase
the effective distance, the attacker can choose to improve the sen-
sitivity of the receiver devices. CSI values are more sensitive than
RSSI values. Emerging wireless sensing platforms are more sensi-
tive than commercial Wi-Fi NICs. Attacking small mobile devices,
like a smartphone, may require close distance, since these devices
use compact antennas, which have a small antenna gain. However,
this does not suggest smaller mobile devices are safer. This is be-
cause we have more opportunities to carry them and they have
more opportunities to be exposed to the risky public environment.

6 RELATED WORK

In this section, we review the related literature from two aspects:
covert channels and backscatter communication.

6.1 Covert Channels

Covert channels have been a threat to security systems for a long
time. The term was first introduced in 1973 by Lampson [29] to
discuss the method through which a program leaks its private data
to another process. After that, various covert channel techniques
have been developed to bypass security measures to leak infor-
mation. File locks [16], acoustic signals [36], vibrations [35], CPU
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temperature [32], etc. have all been used to transmit information
between two processes. The concept also has been extended to
networked systems, where patterns in network traffic are exploited
to convey information [12].

Our work belongs to another type: the covert channel in air-
gapped systems, where the victim is isolated from the receiver
physically and has no network connections. As early as in the 1950s,
the U.S. government became concerned about information leakage
in such systems through the EMR emitted by computers’ video
display units or cables and thus started the TEMPEST program [28].
Over the past few decades, various air-gapped covert channels have
been discussed in the public domain. Most of them assume that the
victim is a desktop or a server. We compare our work with these
covert channels below:

Electromagnetic Radiation. Among various computer com-
ponents, the video display unit can generate significant EMR [37].
[23] shows how the display content from a laptop or pad can be
captured remotely, but the process requires an SDR platform as the
receiver. Another work uses a VGA port to generate FM signals [18]
for mobile receivers, but not every mobile device has a VGA port. A
recent work [33] shows that the EMR generated by the operations
of the hard drive can be picked up by a smartphone’s magnetic field
sensor. However this technique cannot be applied to mobile devices
with SSD drives. An interesting work, GSMem [17], leverages the
bus operations to generate EMR at the cellular band, but it relies
on SSE instructions, which are not available in mobile processors.

Acoustic channels. There are some work exploiting the sound
from 18 to 20kHz to establish covert channels [13, 14, 21, 22]. How-
ever, one limitation is that the sound in this band can be heard by
children or pets, which makes these methods less stealthy.

Thermal emanations. Guri [19] showed that by regulating
different workloads on the CPU, they could manipulate the tem-
perature level in the vicinity. These changes can be picked up by
the temperature sensors in nearby PCs. However, due to the power
constraints, this method cannot be applied to mobile devices.

6.2 Backscatter Communication

Backscatter communication works by reflecting RF signals. To trans-
mit information, a backscatter device switches the load impedance
of its antenna, which causes the incident RF signals to be reflected
or absorbed. The receiver distinguishes between these two states to
decode information. As backscatter devices do not actively generate
signal waves, it consumes only microwatts of power. Thus, backscat-
ter devices can be battery-free. RFID technology is an application
of backscatter communication.

Recently, Liu et al. [31] proposed ambient backscatter, which
takes advantage of TV signals in the air and no longer needs a dedi-
cated reader. In a step forward, they [25, 27] enabled tags which can
backscatter RF signals to 802.11b packets [25] for Wi-Fi receivers.

The work mostly related to ours is Wi-Fi backscatter [26]. The
authors proposed a tag to backscatter Wi-Fi signals to a Wi-Fi
reader, which could be an AP or a smartphone. Then, the Wi-Fi
reader decodes the data through CSI or RSSI traces. NICScatter uses
a Wi-Fi NIC rather than a tag to reflect the Wi-Fi signals. Thus,
we have different design goals and constraints. With regard to the
performance, their throughput and communication range is better
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than ours. This is because, as an attacker, we cannot switch the
NICs as fast as dedicated tags can and the impedance difference
between NICs’ on/off states is much smaller than that of dedicated
tags.

7 DISCUSSION

In this section, we discuss possible countermeasures against the
covert channel enabled by NICScatter. We also discuss limitations
and future work of the current NICScatter design.

7.1 Countermeasures

Since NICScatter is based on RF signals, one direct way to block it
is shielding, i.e., blocking the incident signal or the reflected signal.
However, unlike shielding EMR signals from the display interface or
the CPU, shielding a wireless NIC destroys its basic functionalities,
which is not desirable for mobile devices.

Another way to disable NICScatter is through the software layer.
For Linux systems, cutting off any transition path in Figure 7
will block the NICScatter transmitter. For example, releasing the
write permission of a device file, like /dev/rfkill, to users with-
out root privileges is usually weird and unnecessary. The Gnome
maintainers should be aware of that and find other workarounds
for the Bluetooth control application. Another example is to stop
network_manager from bringing up any Wi-Fi interface automati-
cally. This, however, adds burdens for users. They need to manually
turn on Wi-Fi every time when the device leaves the airplane mode.
For Android system, hiding the interface for Wi-Fi control may
disable many useful applications and sacrifice usability. Thus, the
Android society may consider increasing the permission of Wi-Fi
control to the dangerous level, so that the permission requirement
will be explicitly notified during the app installation. Nevertheless,
it is still hard for users to be fully aware of its potential risks.

7.2 Limitations and Future Work

The communication distance of the current NICScatter system
may not be sufficient to satisfy the attack from 2m away. In a cus-
tomized receiver like USRP, if the dynamic range of the ADC is
large enough, the distance is limited by the device’s sensitivity level.
One can adopt a narrow baseband filter and low noise components
in the receiver to extend the receiving range. Further, a current
NICScatter receiver cannot handle the situation where multiple
victims present in the receiving range. The packets from different
victims will collide at the receiver and become undecodable. The
same problem exists in RFID systems for supporting concurrent
transmissions. Similar to the existing work [24], it should be pos-
sible to leverage the properties of the oversampled trace and the
features of OOPM modulation to decode the packets from multiple
concurrent transmitters.

In addition to the covert nature, the insight of NICScatter also
implies several interesting points that are worth exploring in the
future work. Communicating via backscatter is a promising way
to enable network access of low power wireless devices, such as
ToTs. While today’s discussion mainly focuses on hardware proto-
types and PHY layer designs, NICScatter provides a possible way
to leverage numerous conventional devices to understand the ben-
efit and the impact of backscatter communication on the network
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level. Moreover, NICScatter also inherits the beneficial properties in
backscatter signals. For example, as we already have knowledge on
localizing RFID tags[38], it is possible to reuse the method to localize
conventional wireless devices through NICScatter as well. Further,
although we only verify NICScatter on Wi-Fi NICs in this paper,
we believe the method we used, i.e., modulating the impedance of
the RF circuits through changing its working states, may exist in
other RF transceivers, such as cellular, Bluetooth, etc., which may
bring other communication opportunities and security issues.

8 CONCLUSION

This paper introduces NICScatter, a backscatter communication
method relying on commercial Wi-Fi NICs. NICScatter’s design is
based on the property that the impedance of a Wi-Fi NIC varies in
different working states. NICScatter transmitter thus switches NIC
hardware between on and off states to modulate the RF signals re-
flected by its antenna. The NICScatter receiver extracts information
from the transmitter by analyzing the amplitude of the reflected sig-
nals. We show that even an ordinary wireless device with RSSI/CSI
measurement ability is capable of the decoding process.

As the communication form of NICScatter hasn’t caused enough
attention in current mobile systems, we show there are vulnerabili-
ties to exploit NICScatter as a covert way to leak information. Our
experiments show that the covert channel on a laptop can reach 2
meters away and it can even transmit through a wall. We, therefore,
demonstrate a realistic threat of data exfiltration attack on mobile
devices.
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